SOCIOLOGIA ON LINE

Article

2026, n.° 41, €2026416, pp. 1-23

https:/ /doi.org/10.30553 /sociologiaonline.2026.41.6
Submission guidelines:

https:/ /revista.aps.pt/pt/normas-autores/

https:/ /revista.aps.pt/pt/inicio/

CLICKING ON PHISHING HYPERLINKS
Cues and reasons driving decisions

CLICAR EM HIPERLIGACOES DE PHISHING
Pistas e razdes que levam a decisaoLiliana Ribeiro

Liliana Ribeiro

ROLES: Conceptualisation; Data curation; Formal analysis; Investigation; Methodology; Writing - original draft.
AFILIATION: Escola de Criminologia, Faculdade de Direito, Universidade do Porto. Rua dos Bragas, 223, 4050-123
Porto, Portugal.

E-mail: up201705357@up.pt | ORCID: https:/ / orcid.org/0000-0001-8773-9868

Carla Sofia Cardoso

ROLES: Methodology; Supervision; Validation; Writing - review & editing.

AFILIATION: Centro de Investigagao Interdisciplinar da Escola de Criminologia — Crime, Justica e Seguranga
(CJS), Escola de Criminologia, Faculdade de Direito, Universidade do Porto. Rua dos Bragas, 223, 4050-123 Porto,
Portugal.

E-mail: ccardoso@direito.up.pt | ORCID: https:/ /orcid.org/0000-0001-6375-3761

Inés Sousa Guedes

ROLES: Methodology; Supervision; Validation; Writing - review & editing.

AFILIATION: Centro de Investigagdo Interdisciplinar da Escola de Criminologia — Crime, Justiga e Seguranca
(CJS), Escola de Criminologia, Faculdade de Direito, Universidade do Porto. Rua dos Bragas, 223, 4050-123
Porto, Portugal. Centro de Estudos Juridicos, Econémicos, Internacionais e Ambientais, Universidade Lusiada -
Norte. Rua de Mogambique 21 e 71 (Aldoar), 4100-348, Porto, Portugal.

E-mail: iguedes@direito.up.pt | ORCID: https://orcid.org/0000-0002-4804-9394

Abstract: Phishing remains a prevalent form of social engineering that profits from users’ trust to obta-
insensitive personal data. This study employed an online survey in which participants were presented
with both phishing and legitimate e-mails, with the aim of exploring the specific cues and decisi-
on-making processes involved in distinguish between the two. All participants evaluated four e-mails
— two phishing and two legitimate — selected to ensure content comparability while reducing cogni-
tiveload. Participants indicated whether they would open hyperlinks and explained their reasons. The
sample comprised 449 participants, predominantly women (69,6 %), with mean age of 29 years. Partici-
pants indicated whether they would open the hyperlinks contained in each e-mail and provided rea-
sons for their decision. Decisions to open or avoid hyperlinks were most commonly based on visual
appearance, including the subject line and layout. The most frequently indicated phishing cues were
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misspellings, poor grammar, and suspicious sender details. Familiarity with the sender and the doma-
in credibility were also important. The findings may support the development of more effective an-
ti-phishing measures, particularly by enhancing automatic phishing detection and informing the
design of tailored awareness programmes, while future research should further investigate users’ at-
tention patterns through multimethod approaches (e.g., eye-tracking and interviews).

Keywords: phishing, e-mail, detection, decision-making.

Resumo: O phishing continua a ser uma das formas predominantes de engenharia social que se apro-
veita da confianca dos utilizadores para obter dados pessoais sensiveis. No presente estudo, foi reali-
zado um inquérito online, que incluiu a apresentagdo de e-mails de phishing e e-mails legitimos, com o
objetivo de explorar as pistas especificas e os processos de tomada de decisao utilizados pelos indivi-
duos para distinguir os diferentes tipos de e-mails. Todos os participantes avaliaram quatro e-mails —
dois de phishing e dois legitimos — selecionados para garantir a comparabilidade do contetido, redu-
zindo simultaneamente a carga cognitiva. A amostra composta por 449 participantes, maioritariamen-
te mulheres (69,6%), com média de 29 anos de idade, indicou a inten¢éo de abrir as hiperligacoes e
razdes associadas a vontade de (ndo) abrir essas hiperligacdes. As decisdes basearam-se mais frequen-
temente na aparéncia visual, incluindo o assunto do e-mail e o layout. As pistas de phishing mais co-
mummente indicadas foram erros ortogréficos, gramatica pobre e detalhes suspeitos do remetente. A
familiaridade com o remetente e a credibilidade do dominio também foram importantes. Adicional-
mente, este estudo demonstra como sinais idénticos podem conduzir a interpretagdes opostas do mes-
mo e-mail. Os resultados podem apoiar o desenvolvimento de medidas anti-phishing mais eficazes,
nomeadamente através da melhoria da detecdo automatica de phishing e da criacdo de programas de
sensibiliza¢do personalizados, recomendando-se que estudos futuros aprofundem os padroes de aten-
cdo dos utilizadores através de abordagens multimétodo.

Palavras-chave: phishing, e-mail, detecdo, tomada de decisao.

Introduction

In recent years, the exponential rise in cybercrime has highlighted the urgent need
to understand how individuals can better protect themselves from cyber-vic-
timisation. While digital technologies have created unprecedented opportuni-
ties for communication, connectivity, and access to information, they also
create new forms of risk that individuals must continuously manage (Beck,
2010). In an increasingly networked society, where social, professional, and in-
stitutional interactions are frequently mediated through digital technologies,
individuals must continuously assess the credibility and legitimacy of online
communications (Castells, 1999). This reliance on digital communication cre-
ates opportunities for attackers to exploit trust and manipulate users through
social engineering techniques. Among various cyber threats, phishing attacks
have seen particularly significant growth, reaching unprecedented levels. In
Portugal, for instance, it continues to be identified as one of the most prominent
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cyber threats in national cybersecurity assessments (Centro Nacional de
Ciberseguranca [CNCS], 2025). According to the Anti-Phishing Working Group
[APWG] (Anti-Phishing Working Group [APWG], 2025), the first quarter of 2025 re-
corded the highest number of phishing incidents to date, with 1,003,924 phishing at-
tacks. The previous year had already shown exceptionally high levels, with the first
quarter of 2024 registering the second-highest total on record (APWG, 2024). Taken
together, these consecutive peaks indicate that phishing activity, while fluctuating
slightly, has largely stabilised at historically elevated levels over the past year.

The persistence of phishing has prompted the development of technological
countermeasures, such as spam filters, designed to protect users from the mali-
cious content (Sarno & Neider, 2022). However, these solutions are not foolproof.
Cybercriminals continuously adapt their techniques, often outpacing preventive
technologies and revealing the ongoing challenges in mitigating phishing victimi-
sation (Downs etal., 2006; Sarno & Neider, 2022). For instance, some attackers have
begun incorporating QR codes into phishing e-mails — a method that frequently
evades standard spam filters (APWG, 2025).

Given the evolving nature of phishing tactics, it is increasingly important to
understand how users differentiate phishing e-mails from legitimate ones, and
which cues they rely on in making these judgments. Identifying these cues is vital
to preparing individuals with the skills and knowledge required to assess the legit-
imacy of e-mails and adopt protective behaviours. From a sociological perspective,
this is closely linked to the trust individuals place in digital communication sys-
tems and institutional actors, which play an important role in daily interactions
within contemporary societies (Giddens, 1990). Therefore, it is important to under-
stand how individuals check for the presence of ‘leakage cues’, that is, the features
that characterise deceptive communication despite the attacker’s efforts to appear
genuine (Butavicius et al., 2022) Prior research has highlighted specific factors,
such as familiarity with the sender, visual appearance, spelling and grammatical
accuracy, and urgent indicators, as relevant in phishing detection (e.g., Canfield et
al., 2016; Harrison et al., 2016; Parsons et al., 2016).

While previous have examined these cues in isolation (e.g., McAlaney &
Hills, 2020; Parsons et al., 2016; Vishwanath et al., 2011), few have analysed how
they interact in realistic e-mails to produce contradictory judgments. Our study
combines these specific cues within controlled but ecologically valid stimuli, di-
rectly comparing phishing and legitimate messages.

Therefore, this study investigates the specific cues and underlying reasons
individuals use to distinguish phishing e-mails from legitimate correspondence.
The findings reveal a distinguished and underexplored phenomenon: the same
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cues can lead to opposite interpretations of an e-mail’s legitimacy. For instance, vi-
sual aspects such as layout or subject line were often cited both to justify opening
hyperlinks and to avoid them, depending on the participant’s perception. This du-
ality suggests that cues commonly assumed to support accurate detection may, in
practice, also contribute to misjudgements.

By showing that the same cues may be interpreted differently by different us-
ers, this study adds to previous research on phishing detection and helps clarify
how users make decisions when evaluating suspicious e-mails. These findings can
inform the development of educational strategies that not only teach which cues to
look for, but also address how those cues can be misleading, ultimately enhancing
users’ ability to recognise phishing threats and adopt safer e-mail practices.

Literature review

Phishing is a form of social engineering (Dou et al., 2017; European Union Agency
for Cybersecurity [ENISA], 2024; Kirda & Kruegel, 2006; Salloum et al., 2022) in
which attackers, or “phishers”, impersonate trusted institutions to steal sensitive
personal data, such as identity credentials and credit card details (Salloum et al.,
2022).

Although scientific literature offers many definitions of phishing, early under-
standings of the practice primarily characterised it as a deceptive method used to
lead individuals, through fraudulent websites, into sharing personal information
(Whittaker et al., 2010). Hong (2012) provided a more nuanced comprehensive un-
derstanding of the phenomenon, emphasising the need for improved security
awareness. According to the author, phishing initially targeted general consumers,
intending to steal identities and credit card information. However, over time, these
attacks evolved to focus on high-profile individuals and organisations, aiming to ob-
tain intellectual property, corporate secrets, and sensitive national security informa-
tion. Similarly, Khonji and colleagues (2013) define phishing as “a type of computer
attack that conveys social engineering messages to individuals through electronic
communication channels, persuading them to perform certain actions for the at-
tacker’s benefit” (Khonji et al., 2013, p. 2092).

Building on these conceptual developments, the present study adopts a
broader definition of phishing, defining it as the

afraudulent method of obtaining personal data (username and respective password),

through e-mail messages, write messages (SMS or WhatsApp) or through telephonic
messages. By rule, criminals pose as credible institutions such as Banks, Online
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Service Providers, etc., with the threat that you must take urgent action and upload a
link. Thus, misleadingly, it inserts the desired personal data, leading it to believe that
it is on the trusted website of the real entity. (Ribeiro et al., 2024a; 2024b).

This definition is consistent with other scholarly definitions, such as that proposed
by Antunes and Rodrigues (2016), and reflects the broader shift in understanding
phishing not merely as a technical attack but as a behavioural and psychological
manipulation tactic embedded in every digital interaction.

Types and techniques of phishing

Phishing as a form of cyberattack aims at stealing sensitive personal data (Salloum
et al., 2022), employing a range of techniques to achieve this. As a result, phishing
methods can be categorised by specific techniques and targets (Aleroud & Zhou,
2017), which some researchers, such as Parmar (2012), classify into five main types:
Vishing, Smishing, Spear Phishing, Whaling, and Business E-mail Compromise
(Parmar, 2012; Ramzan, 2010). While the first two types rely on traditional telecom-
munication, the latter three use e-mail, each differing in its target and intent.

Vishing (voice phishing) involves the use of phone calls, with the attacker of-
ten using a spoofed caller ID to appear as a legitimate source. In turn, smishing
(SMS phishing) employs SMS or MMS messages to trick individuals into revealing
personal information. For example, an SMS may appear to come from a reputable
source, such as a bank alerting the user to an account issue, directing them to a site
where they are asked to enter login details. In some cases, smishing can also in-
volve malware, which, once the link is opened, allows the attacker to access con-
tacts, messages, authentication codes, and other sensitive information (Parmar,
2012; Ramzan, 2010; Ribeiro et al., 2022).

For e-mail-based types, the techniques vary according to the specific targets
and purposes. Spear Phishing targets specific individuals or organisations, often
appearing to be from trusted contacts or entities, with content tailored to the inter-
ests of the recipient (e.g., using the person’s name or organisation details). These
e-mails often prompt the recipient to open a link or download malware-laden at-
tachments. On the other hand, whaling targets high-profile individuals, such as ex-
ecutives or senior officials, using tools like eFax or e-mail, aiming to install
malware that can grant access to the victim’s system. Finally, Business E-mail Com-
promise (BEC), a subtype of spear phishing, is directed at non-profit, commercial, or
government organisations with the primary goal of financial or reputational harm
(Alabdan, 2020; Parmar, 2012; Ramzan, 2010; Ribeiro et al., 2022). More recently, a
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new type of phishing has emerged — quishing (also known as QR code phishing,
QRishing, or QR code spoofing) — which uses QR codes to deceive individuals
providing sensitive information or visiting malicious websites (APWG, 2025;
Kaspersky, 2026).

Given these various types of phishing, there are also distinct techniques used
to execute such attacks. Almomani and colleagues (2013) offer a basic classifica-
tion, distinguishing between deceptive phishing and malware-based phishing. In
deceptive phishing, attackers impersonate legitimate entities in e-mails, often in-
cluding hyperlinks to fake websites to gather personal data, such as passwords or
credit card information. In malware-based phishing, attackers use malware or ma-
licious code embedded with a seemingly authentic website, which automatically
redirects users to a fraudulent site without their awareness. Aleroud and Zhou
(2017) further divide phishing techniques into three categories: (1) Attack Initialis-
ation Techniques; (2) Data Collection Techniques; and (3) System Penetration
Techniques. Attack initialisation techniques involve preparatory stages, where at-
tackers develop materials for the phishing attack. These techniques can be behav-
ioural and technical. The behavioural category intends to mislead users into their
personal data (Chandrasekaran etal. 2008; Drake et al. 2004). So, the technical cate-
gory involves the presence of a suspicious URL in the e-mail (Drake et al. 2004).
Data Collection Techniques occur when victims engage with phishing materials. At-
tackers may use automated methods, such as keyloggers, or gather data manually,
sometimes exploiting social networks or deceiving individuals directly (Dhamija
etal., 2006). Lastly, System Penetration Techniques are broader methods used in vari-
ous cyber-attacks, not limited to phishing, it is used for other cyber-attacks. An ex-
ample is DNS-based phishing, where attackers spoof the process of locating a
legitimate domain name (Aleroud & Zhou, 2017; Jakobsson & Myers, 2006).

Knowledge about phishing and the role of cues

The success of phishing attacks often hinges on the strategic use of psychological
cues embedded within e-mail content. Attackers commonly exploit themes such as
urgency and financial pressure to manipulate individuals into accepting fraudu-
lent requests and disclosing sensitive information (McAlaney & Hills, 2020).
Therefore, this study examines the relevance of cues in the decision-making
process underlying users’ intentions to click on hyperlinks. Two theoretical
frameworks are relevant. The first relates to social engineering approaches,
which emphasise how attackers exploit psychological mechanisms and persua-
sion principles to influence users’ behaviour (e.g., Lawson et al., 2020). Drawing
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on Cialdini’s (2007) work on persuasion, phishing messages may use cues such as
authority, urgency, familiarity or scarcity to increase perceived legitimacy and
prompt action. In this context, Signal Detection Theory is also useful, as users
were required to distinguish between legitimate and deceptive e-mails (Ribeiro
et al., 2024). The second framework concerns decision-making theories, con-
cretely dual-process theories of cognition, which argue that human decisions are
shaped by two distinct modes of processing (e.g., Chaiken, 1980). Heuristic pro-
cessing is fast, intuitive, and cue-based, relying on easily accessible indicators
such as the sender’s name, the visual appearance of the e-mail, or the presence of
familiar institutional symbols. Systematic processing, by contrast, is slower and
more analytical, involving closer scrutiny of the message, including the sender’s
address, the domain, linguistic accuracy, inconsistencies in the content, and the
actual plausibility of the request. Applied to phishing detection, this distinction
suggests that users may either rely on surface-level cues when deciding whether
toclick ona hyperlink or engage in a more deliberate evaluation of the e-mail’s le-
gitimacy (e.g., Luoetal., 2013; Ribeiro et al., 2024) Understanding phishing is cru-
cial, as individuals rely on prior knowledge and personal experience when
assessing the legitimacy of e-mails. This evaluation is based on their interpreta-
tion of specific cues within the message (Anderson et al., 2024; Wang et al., 2012;
Williams et al., 2024), and perceptions of self-efficacy perceptions may lead indi-
viduals failing in phishing attempts (Ribeiro et al., 2024). In response, phishing
education aims to highlight key indicators that help users differentiate between
phishing and legitimate e-mails, thereby reducing their susceptibility to such at-
tacks (Button et al., 2014; Downs et al., 2007; Sheng et al., 2010; Williams et al.,
2024).

Therefore, identifying and understanding these cues is particularly relevant as it
strengthens individuals’ ability to recognise phishing attempts and avoid victimisa-
tion (Nasser et al., 2020; Williams et al., 2024). Research has extensively examined the
types of cues that users typically rely upon in making these distinctions. For example,
Jakobsson (2007) found that grammar, spelling, and visual design were among the
most salient indicators, with additional attention given to hyperlinks and the apparent
source of the message. Moreover, elements such as legal disclaimers or copyright sym-
bols have been shown to increase users’ perception of an e-mail’s legitimacy.

Other features, such as personalisation, have also been found to play a signifi-
cant role in phishing detection (Egelman et al., 2008; Parsons et al., 2013). For in-
stance, Parsons et al. (2013) showed that personalised e-mails or those appearing to
come from recognised sources were more likely to elicit trust from recipients. Fa-
miliarity with the sender’s e-mail address, in particular, plays a decisive role: when
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individuals recognise the sender, they are more likely to consider the e-mail as le-
gitimate (Williams et al., 2018).

Additional cues, including spelling and grammatical accuracy, visual lay-
out, and promise of incentives, are frequently referenced in the literature (Par-
sons et al., 2013). Studies have shown that phishing e-mails are more likely to
contain language errors and ambiguous sender information, while legitimate
messages typically include clear identification and functional hyperlinks (Par-
sons et al., 2016). However, visual appearance can be deceptive. An attractive or
professional-looking e-mail design may lead individuals to overlook key secu-
rity indicators or sender details (Dhamija et al., 2006). While an emphasis on de-
sign can sometimes facilitate appropriate responses, Parsons et al. (2016) also
noted that a professional-looking e-mail may paradoxically reduce cautious be-
haviour when paired with urgency cues (Parsons et al., 2016). Therefore, trust
plays a central role in online interactions.

Advancements in research methodologies have also enhanced the understand-
ing of how individuals process phishing cues. For instance, McAlaney and Hills (2020)
employed an innovative technique, eye-tracking, to observe attentional patterns dur-
ing e-mail evaluation. Their study revealed that urgency and threat-related cues at-
tracted significantly more visual attention than financial incentives or other features.
Similarly, Ribeiro et al. (2024a) utilised eye-tracking technology to analyse visual be-
haviour in response to different e-mail types. Their findings revealed that, in phishing
e-mails, the sender field was the most frequently observed element, more so than in le-
gitimate e-mails.

In summary, the presence of varied cues within e-mails provides crucial op-
portunities for individuals to identify and appropriately respond to suspicious
messages. Much less is known about how individuals consciously justify their
judgments when evaluating e-mails, and whether these justifications align with
cues emphasised in prior research. In particular, there is limited evidence on
whether people consistently invoke different cues when assessing phishing ver-
sus legitimate e-mails, and on the relative importance attributed to these cues in
real-world decision-making.

Current study

Building on this gap, the present study investigates the cues and justifications indi-
viduals report using when distinguishing phishing from legitimate e-mails. Spe-
cifically, it examines:
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i)  whether cues, such as familiarity with the sender, spelling and grammar er-
rors, urgency, and financial references, are more frequently invoked in partici-
pants’ decisions;

i)  whether these cues are similarly employed across phishing and legitimate
e-mails; and

iii) whether participants report any additional factors that assist in differentiat-
ing between phishing and legitimate e-mails.

Materials and methods

Data

Data for this research were collected through an online survey conducted as part of
a broader study. The survey instrument used was adapted from a previously vali-
dated tool developed by Ribeiro et al. (2024b).

The study received prior ethical approval from the Ethics Committee of the
Faculty of Law of the University of Porto. Following institutional approval, partici-
pants were recruited through an e-mail invitation disseminated by the University
of Porto, which included information about the study objectives and a link to the
online questionnaire. To complement the recruitment process and increase the di-
versity and reach of the sample, the survey was also disseminated through social
media platforms, including Facebook and LinkedIn.

The survey instrument operationalises phishing susceptibility and related
variables, including sociodemographic characteristics, routine Internet acti-
vities, phishing knowledge, self-efficacy in detection, and previous
cyber-victimisation experiences. It was designed to offer a comprehensive
assessment of the factors influencing phishing susceptibility and demonstrated
strong internal consistency across its scales (Cronbach’s a ranging from 0.79 to
0.92). Participants were informed that the study focused on phishing e-mails,
ensuring ethical transparency and awareness before completing the
questionnaire.

Phishing susceptibility was operationalised by asking individuals “Would
you open the hyperlink present in the e-mail?” immediately after analysed each one of
the four e-mails presented (two legitimate e-mails and two phishing e-mails). De-
pending on their response, they were then directed to a follow-up question where
they could select reasons for their decision from a predefined list. An open-ended
“other reasons” option was also available, allowing participants to provide addi-
tional justification if desired.
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In this study, decision-making is conceptualised in terms of the behavioural
choice made by participants when evaluating each e-mail, operationalised through
their stated intention to open or not the hyperlink present in the e-mail. This approach
allows the assessment of how individuals translate perceived e-mail cues into concrete
behavioural decisions under controlled experimental conditions.

The analysis presented in this article focuses specifically on the reasons par-
ticipants gave for choosing to click (or not click) on the hyperlink in each of the
e-mails (both phishing and legitimate) presented in the online survey. The total
sample comprised 449 individuals, mostly women (69.6%). Participants were re-
cruited from the University of Porto academic community and through social me-
dia platforms (e.g., LinkedIn, Facebook) between February and April 2022. A more
detailed description of the sample is provided in the Descriptive Results section.

Stimulus

Participants were shown four e-mails in total — two phishing e-mails (Figure 1 and
Figure 2) and two legitimate ones (Figure 3 and Figure 4), all based on real mes-
sages. Phishing e-mails were sourced from official company platforms reporting
such incidents, while legitimate e-mails were authentic messages. To ensure ano-
nymity and consistency, the e-mails were lightly modified (e.g., the sender’s ad-
dress and date of receipt), but their original content remained unchanged.

€ Responder € Responder atodos ~ —> Reencaminhar VOCE TEM UMA PACOTE

A sua fatura EDP (contrato 298489271582)

@ EDP SERVIGO UNIVERSAL Para

parajosef14r@hotmail com

e CTT Correios de Portugal <info@ctt.pw>

A empresa de courier nao foi capaz de entergar o seu EA42554294PT pacote para o seu endereco.

Causa: Erro no endereco de enterga.

Faca o download das informacoes sobre pacote no site da CTT Expresso, imprimi-o e ir para
servigo universal correios para receber sua pacote.
DOWNLOAD DE INFORMAGOES

Consulte os procedimentos a seguir

Figure 1 Phishing E-mails
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Y Res ) Responder a todos > Reenc

X indicates the presence (Yes) of the indicators

Ascendi - P: to n° d91b7 | P t no d91b7
scendi - Fagamento n | Payment no €Y Responder %) Responder atodos  —> Reencaminhar
@ Portal Ascendi <noreply@ascendi.pt>
Encomenda DA533269200PT

Para

e CTT Expresso <no-reply@cttexpresso.pt>

Para

A sua encomenda DA533269200PT de BERTRAND.PT sera entregue no dia 23/03, até
as 19h Para alterar aceda a www.ctt pualterar_encomenda

Estimado(a) Cliente.

Envi Ihe a(s) sua(s) i
Na sequéncia do pagamento n° d91b7, no valor total de 8,52 € que efetuou no Detalhe da Encomenda

nmn::’::’nnal ‘enviamos em anexo a(s) fatura(s)recibo(s) referente(s) ao Notiie desfinatério: JOANA VIEIRA

Morada: RUA DA ESTACAO, 947
Codigo Postal: 4430-975

Estamos ao seu dispor para qualquer esclarecimento.

Se necessitar de falar connosco, estamos disponiveis 24 horas por dia através
do nosso site. Em altemativa, pode usar a nossa linha de apoio a clientes (229
980 200).

Obrigado pela sua preferéncia
Com os nossos cumprimentos,

Apoio a Clientes cTT
Ascendi www.ctt.pt

Este 6 um e-mail gerado automaticamente. Por favor ndo responda para este
enderego. Esta mensagem é enviada automaticamente, por favor no responda.

Em caso de duvidas ou informagdes adicionais, aceda a www.ctt pajuda

Figure 2 Legitimate E-mails

The choice of two e-mails was deliberate. Phishing e-mails were paired with
legitimate e-mails that were similar in context and structure to enable meaningful
comparisons. This limited number also aimed to reduce cognitive load and partici-
pant fatigue, given that the broader survey included five sets of questions in addi-
tion to e-mail stimuli. Consequently, presenting all participants with these four
carefully selected e-mails ensured consistency in exposure while maintaining data
quality and participant engagement.

Table 1 summarises the characteristics of the e-mails used. E-mails 1 and 3
were legitimate, while E-mails 2 and 4 were phishing attempts. The phishing
e-mails (2 and 4) employed manipulative strategies, such as urgency and the pres-
ence of spelling/ grammar errors and included a visible hyperlink box. In contrast,
the legitimate e-mails (1 and 3) exhibited professional formatting, proper gram-
mar, formal salutations, and no urgency cues.

Despite these distinctions, all four e-mails shared some common structural
elements, as detailed in Table 1 (presence of a subject and sender’s name). The se-
lected characteristics (e.g., sender familiarity, spelling and grammar accuracy,
urgency, financial cues) reflect indicators most frequently highlighted in prior
phishing research as salient to users’ decision-making (Jakobsson, 2007; Parsons
et al.,, 2016; McAlaney & Hills, 2020).
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Table 1 Characterisation of the E-mails

Characteristics E-mail 1 E-mail 2 E-mail 3 E-mail 4

Phishing E-mail (Yes/No) No Yes No Yes
Presence of:
Subject
Sender's name
Sender's e-mail
Salutation
Attachments
Hyperlinks
Hyperlink box
Spelling/grammar errors
Urgency indicators
Threat indicators
Financial indicators X X

X
X

X X X X X X
x X X X X
X X X

X X X
X X X

X indicates the presence (Yes) of the indicators.
Descriptive results

Characterisation of the sample

The mean age of participants was 28.69 years (5SD=12.03), with women comprising
69.7% of the sample. Regarding education level, 39.6% of participants reported
having completed high school, while 35.0% held a bachelor’s degree. As shown in

Table 2, participants rated their technological competences with a mean score of
3.63 (SD=0.52) on a five-point scale.

Table 2 Characterisation of the sample
(N=449)

Variable % (N) M % SD Min-Max
Age 28.69 £ 12.032 18-75
Gender (Female) 69.7 (313)
Education

Up to 9th grade 2.8 (13)

Up to 12th grade 39.6 (178)

Bachelor’s degree 35.7 (160)

Postgraduation 21.9 (98)
Technology Competencies 3.62 £ 0.52 1.59-5.00
Computer usage time

Less than 1 year ago 1.1 (5)

Between 1 and 2 years 0.2 (1)

Between 3 and 4 years 6.0 (27)

More than 5 years ago 92.7 (416)
Internet usage time

Less than 1 year ago

Between 1 and 2 years 0.2 (1)

Between 3 and 4 years 6.0 (27)

More than 5 years ago 93.8 (421)

N, number; %, Percentage; M, Mean; SD, Standard deviation.
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Moreover, most participants (92.7%) reported having used computers for
over five years, whereas only 1.1% reported less than one year of experience. Simi-
larly, 93.8% indicated having used the Internet for over five years, while just 0.2%
reported less than one year of Internet usage.

Responses for clicking (or not) on hyperlinks in e-mails

Table 3 summarises participants’ intentions to click on hyperlinks within each of
the four e-mails — two phishing and two legitimate.

Table 3 Reasons to clicking on hyperlinks in e-mails
N =449

N %
E-mail 1 (legitimate) 196 43.7
The e-mail looks legit to me. 165 84.2
The subject of the e-mail seems legitimate to me. 131 66.8
I know the institution/entity that sends the e-mail. 120 61.2
| have a connection with the institution/entity that sends the 64 32.7
e-mail (e.g. purchase and sale agreement).
Careful writing is used (e.g. no spelling errors). 101 51.5
| always open hyperlinks present in e-mails. 3 1.5
E-mail 2 (Phishing) 58 12.9
The e-mail looks legit to me. 38 65.5
The subject of the e-mail seems legitimate to me. 27 46.6
| know the institution/entity that sends the e-mail. 42 72.4
| have a connection with the institution/entity that sends the 22 37.9
e-mail (e.g. purchase and sale agreement).
Careful writing is used (e.g. no spelling errors). 12 20.7
| always open hyperlinks present in e-mails.
E-mail 3 (legitimate) 310 69.0
The e-mail looks legit to me. 244 78.7
The subject of the e-mail seems legitimate to me. 197 63.5
| know the institution/entity that sends the e-mail. 223 71.9
| have a connection with the institution/entity that sends the 148 47.7
e-mail (e.g. purchase and sale agreement).
Careful writing is used (e.g. no spelling errors). 114 36.8
| always open hyperlinks present in e-mails. 1 0.3
E-mail 4 (Phishing) 28 6.2
The e-mail looks legit to me. 14 50.0
The subject of the e-mail seems legitimate to me. 13 46.4
| know the institution/entity that sends the e-mail. 17 60.7
| have a connection with the institution/entity that sends the 9 32.1
e-mail (e.g. purchase and sale agreement).
Careful writing is used (e.g. no spelling errors). 2 71
| always open hyperlinks present in e-mails. 1 3.6

N, number; %, Percentage
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Table 4 Reasons to not clicking on hyperlinks in e-mails
N =449

N %
E-mail 1 (legitimate) 253 56.3
The e-mail looks illegitimate to me. 86 19.2
The subject of the e-mail seems illegitimate to me. 50 1.1
| don’t know the institution/entity that sends the e-mail. 110 245
I haven’t a connection with the institution/entity that sends 169 37.6
the e-mail (e.g. purchase and sale agreement).
Careless writing is used (e.g. spelling errors). 27 6.0
I never open hyperlinks present in e-mails. 76 16.9
E-mail 2 (Phishing) 391 87.1
The e-mail looks illegitimate to me. 244 54.3
The subject of the e-mail seems illegitimate to me. 166 37.0
I don’t know the institution/entity that sends the e-mail. 29 6.5
| haven’t a connection with the institution/entity that sends 94 20.9
the e-mail (e.g. purchase and sale agreement).
Careless writing is used (e.g. spelling errors). 171 38.1
| never open hyperlinks present in e-mails. 70 15.6
E-mail 3 (legitimate) 139 31.0
The e-mail looks illegitimate to me. 34 7.6
The subject of the e-mail seems illegitimate to me. 25 5.6
| don’t know the institution/entity that sends the e-mail. 7 1.6
| haven’t a connection with the institution/entity that sends 41 9.1
the e-mail (e.g. purchase and sale agreement).
Careless writing is used (e.g. spelling errors). 1 2.4
| never open hyperlinks present in e-mails. 51 1.4
E-mail 4 (Phishing) 421 93.8
The e-mail looks illegitimate to me. 299 66.6
The subject of the e-mail seems illegitimate to me. 189 40.1
| don’t know the institution/entity that sends the e-mail. 33 7.3
| haven’t a connection with the institution/entity that sends 49 10.9
the e-mail (e.g. purchase and sale agreement).
Careless writing is used (e.g. spelling errors). 214 47.7
I never open hyperlinks present in e-mails. 59 13.1

For E-mail 1 (legitimate), 43.7% of participants indicated they would click the
hyperlink, while this proportion increased to 69.0% for E-mail 3 (also legitimate).
When asked why, the majority cited the perceived legitimacy of the e-mails” ap-
pearance (84.2% for E-mail 1 and 78.7% for E-mail 3). Additionally, in E-mail 3,
71.9% of participants mentioned familiarity with the institution or entity as a key
reason for clicking. The higher click rate for E-mail 3 compared to E-mail 1 suggests
that the combined presence of multiple positive indicators (e.g., sender familiarity
and professional appearance) may reinforce users’ trust, amplifying their inten-
tion to engage.

In contrast, E-mail 2 and E-mail 4 were phishing attempts. Here, 12.9% of
participants stated they would click the hyperlink in E-mail 2, whereas only 6.2%
indicated the same for E-mail 4. The most frequently reported reason for clicking
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was again familiarity with the institution/entity (72.4% for E-mail 2 and 60.7% for
E-mail 4), followed by the perceived legitimacy of the e-mail’s appearance (65.5%
and 50.0%, respectively). A key finding is that the same cues that encouraged clicks
on legitimate e-mails were also reported as reasons for engaging with phishing
messages, showing how attackers exploit trust-building features to increase
susceptibility.

Table 4 presents the reasons participants gave for not clicking on hyperlinks
inboth legitimate and phishing e-mails. For E-mail 1, the most commonly cited rea-
sons were the lack of connection to the institution (37.6%) and unfamiliarity with
the sender (24.5%). In contrast, for E-mail 3, the most frequent reason for avoiding
the hyperlink was a general reluctance to click on e-mail links (11.4%).

In the case of phishing e-mails, decisions to refrain from clicking were largely
attributed to the e-mail’s illegitimate appearance and poor writing quality. For
E-mail 2, 54.3% of participants reported the message appeared illegitimate, while
38.1% referred to the e-mail’s careless or poor writing. Similar patterns were ob-
served for E-mail 4, with 66.6% citing an illegitimate appearance and 47.7% refer-
encing poor writing.

Across all e-mails, a small proportion of participants stated that they gener-
ally avoid clicking on hyperlinks in e-mails as a matter of principle, regardless of
content.

Other reasons for (not) clicking on hyperlinks in e-mails

In addition to selecting predefined options that justified their decision to click (or
not) on hyperlinks in the e-mails, participants were allowed to provide further jus-
tifications through an open-ended response field.

For phishing e-mails, several participants provided specific reasons for
avoiding hyperlink clicks. In E-mail 2, 24 participants cited additional explana-
tions, with the most frequently mentioned reason being scepticism regarding the
suspension of a refund (n=11). For instance, one participant stated, “ Offers, most of
the time, are phishing”, while another commented, “I do not trust those who offer free
money”. A further response stated, “ This entity does not issue refunds”.

Some respondents (n=4) also pointed to the absence of a visible sender e-mail
address, noting that only the sender’s name appeared. Additionally, a few partici-
pants who reported familiarity with the institution indicated that they preferred to
verify such information via the institution’s official app or website (n=3), rather
than trusting the e-mail content.

In E-mail 4 (also a phishing e-mail), 25 participants provided open-ended rea-
sons for not clicking the hyperlink, with the sender’s e-mail address emerging as
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the most cited concern (n=15). Examples of participant responses included: “The
source address does not match the entity”,” The sender’s e-mail address is suspicious”, and
“The ctt.pw domain is not the official domain of the entity”.

For legitimate e-mails, participants also offered additional reasons for their
decisions. In E-mail 1, 11 participants cited concerns such as an inability to view the
sender’s full e-mail address or a lack of personal relevance in the e-mail content. In
E-mail 3, 21 participants provided further justification for not clicking on the
hyperlink, often echoing concerns about the sender’s address and citing the ab-
sence of direct relevance (n=8). For example, one participant stated, “It is not ad-
dressed to me or anyone I know”, while another remarked, “I have not ordered anything
from this sender”.

Discussion

The primary aim of this study was to investigate how individuals distinguish
phishing e-mails from legitimate ones, with particular attention to the cues used in
making these classifications.

The findings offer relevant insights into the way individuals process e-mail
content and make decisions about whether to open hyperlinks. Participants fre-
quently relied on visual and linguistic cues. This pattern is consistent with a
cue-based decision-making perspective, suggesting that users often relied on sa-
lient indicators when evaluating e-mail legitimacy. However, the same cues often
led to divergent interpretations, highlighting the complexity of phishing detection.
When asked to justify their actions, participants most frequently cited the visual
appearance of the e-mail and the subject line as influential factors. These cues influ-
enced both decisions to engage with and to avoid hyperlinks. For instance, in the
second (phishing) e-mail, participants referred to both its legitimate appearance
(asareason to click) and its illegitimate appearance (as a reason to avoid). This out-
come highlights a double-edged nature of visual cues: while appearance can guide
user decision-making (Parsons et al., 2016), it can also lead to misjudgements and
false positives. Although 87.1% correctly chose not to open hyperlinks in phishing
e-mails, 12.9% were misled by appearance alone, potentially over-relying on this
cue and overlooking others (Dhamija et al., 2006).

Interestingly, legitimate e-mails were not always trusted: fewer than half of
the participants indicated they would open the hyperlink in the first e-mail. As
pointed out previously, users may perceive the same e-mail differently depending
on context and prior experiences, suggesting a broader uncertainty among users in
distinguishing phishing from legitimate e-mails (Canfield et al., 2016). One key
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reason for not opening hyperlinks was unfamiliarity with the sender or institution
— acue that was paradoxically cited both to justify avoidance (in phishing e-mails)
and supportengagement (in the third legitimate and fourth phishing e-mails). This
supports previous findings by Williams et al. (2018), which indicate that familiar-
ity increases the likelihood of trusting an e-mail. Consistent with this, familiarity
was one of the most frequently mentioned reasons for opening hyperlinks across
all e-mail types. From a social engineering (Ferreira et al., 2015) perspective, this is
relevant because familiarity and institutional recognition may function as trust
cues that phishing messages seek to exploit.

Grammar and spelling also played a role in decision-making. In phishing
e-mails, language errors were the second most commonly cited reason for not clicking
hyperlinks. This suggests that users not only detect phishing through visual cues but
also actively monitor linguistic indicators (Jakobsson, 2007; Parsons et al., 2016), which
may raise suspicion and aid in threat detection. Similar cues (familiarity and appear-
ance) were frequently mentioned across both phishing and legitimate e-mails, while
poor language quality emerged as a consistent indicator of risk.

Additional reasons were also provided. In legitimate e-mails, some partici-
pants avoided clicking hyperlinks due to the absence of a visible sender address. In
phishing e-mails, financial offers, and the use of an unusual domain in the sender’s
address contributed to suspicion. These patterns reinforce the need to understand
the interaction between multiple cues and how they shape user decision-making,
rather than focusing on isolated indicators.

Despite these important insights, the study has some limitations that must be ac-
knowledged. The sample consisted predominantly of university students and staff, as
well as social media users, which may affect the generalisability of results. While the
study employed four e-mail stimuli — more than some comparable studies (e.g.,
Abroshan et al., 2021; Downs et al., 2007) — this number remains relatively limited.
Future research should consider a broader range of e-mail examples to capture a
wider spectrum of user behaviour. Moreover, the overrepresentation of women in the
sample may also limit the generalisability of the findings. Furthermore, the study was
conducted in Portuguese, and the sample was predominantly composed of Por-
tuguese-speaking participants. This linguistic and cultural specify may limit the
generalisability of the findings to other geographical and sociocultural contexts.

Additionally, participants were informed in advance that the study focused
on phishing e-mails. While this ensured ethical transparency, it may have influ-
enced participants” behaviour, potentially keeping them more alert than they
would be in typical e-mail interaction. This factor should be considered when in-
terpreting and generalising the findings.
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Another limitation concerns the device used by participants to complete the
survey and view e-mail stimuli. Because the study was administered online, par-
ticipants may have accessed the questionnaire using different devices, such as
smartphones, tablets, or computers. Differences in screen size or resolution may
have affected how participants attended to and interpreted the stimuli and should
therefore be considered when interpreting the findings (e.g., Zhuo et al., 2023).

Future studies should address these limitations and further explore the visu-
al cognitive patterns individuals use to detect phishing. A multimethodological
approach, incorporating techniques such as eye-tracking, may offer deeper in-
sights elucidating how users attend to specific cues and interpret them differently.
Although still underutilised in phishing research, eye-tracking is gaining momen-
tum (Pfeffel et al., 2019; McAlaney & Hills, 2020; Ribeiro et al., 2024a). Such metho-
dologies can enhance our understanding of phishing detection and inform the
design of more effective training interventions to promote safer online behaviour
(Williams et al., 2024).

Conclusion

This study enhances our understanding of how individuals assess and respond to
phishing and legitimate e-mails, highlighting the cues they most frequently rely
upon, such as visual appearance, familiarity with the sender, and the quality of
grammar and spelling. Importantly, the findings reveal that these cues can have
dual effects, sometimes guiding correct decisions but also leading to
misjudgements when over-relied upon. While phishing attacks cannot be entirely
prevented through user education or automated detection alone, increasing users’
awareness of phishing indicators can empower them to make more informed deci-
sions and reduce their vulnerability.

By expanding research into the visual and cognitive processes involved in
phishing detection, we can improve educational strategies designed to help indi-
viduals recognise phishing e-mails more effectively. In particular, understanding
the interplay between multiple cues (visual, linguistic, and familiarity) can inform
the development of training interventions that simulate realistic decision-making
scenarios. In turn, this will strengthen users” ability to defend against phishing
threats and contribute to a safer digital environment.

We suggest expanding this research through multimethod approaches, such
as eye-tracking technologies and/ or interviews, to better access the visual patterns
individuals use when evaluating phishing and legitimate e-mails, thereby produc-
ing more meaningful results. Moreover, the findings from this study highlight the
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need for phishing awareness programmes to be personalised according to individ-
uals’ cognitive and perceptual profiles, ensuring that training addresses both com-
mon dangers and individual differences in cue interpretation. Finally, as initially
noted, the current detection mechanism must be improved to prevent e-mails from
reaching users’ inboxes. Aligning technological safeguards with targeted,
user-centred awareness programmes is essential for effectively reducing suscepti-
bility to phishing attacks and enhancing overall cybersecurity resilience.

Use of artificial intelligence

The authors declare that ChatGPT (OpenAl) was used to support language revi-
sion with the aim of improving clarity, fluency, and accuracy. The tool was not
used for study design, data collection, data analysis, interpretation of results, or the
development of scientific conclusions. All Al-assisted content was reviewed, vali-
dated, and takes full responsibility by the authors.
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